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{"x_shadow":"$6$PewXRwjzPLy3aK3b$ikf/5LABhqdLdPK80.RNak0zWL2/cGyja/QsOhzfNOmMLuUFWB1s
h2aHUBsLOGtKck10ZdjNPjx5fG8QQncGI4L0"}

$6$PewXRwjzPLy3aK3b$ikf/5LABhgqdLdPK80.RNak0zWL2/cGyja/Qs0hzfNO9mLUFWB1sh2aHUBsLOGtK
ck1oZdjNPjx5fG8QQncGI4L0

wget https://github.com/praetorian-inc/HobORules/blob/master/wordlists/rockyou.txt.gz
gunzip rockyou.txt.gz

hashcat -m 1800 -a 0 -o cracked.txt hash.txt /path/to/wordlist.txt

hashcat -m 1800 -a 0 -o cracked.txt hash.txt rockyou.txt --force --show --debug-mode=4 --debug-
file=debug.potfile

—lus-starting-point-1-dhcp]-[10.10.15.133]-[naruzkurai@htb-kvtjrzczwx]—[~]
L—[%]$ hashcat -m 1800 -a 0 -o cracked.txt hash.txt rockyou.txt

hashcat (v6.1.1) starting...

OpenCL API (OpenCL 1.2 LINUX) - Platform #1 [Intel(R) Corporation]

* Device #1: AMD EPYC 7543 32-Core Processor, 7855/7919 MB (1979 MB allocatable), 4MCU

OpenCL API (OpenCL 1.2 pocl 1.6, None+Asserts, LLVM 9.0.1, RELOC, SLEEF, DISTRO,
POCL_DEBUG) - Platform #2 [The pocl project]

* Device #2: pthread-AMD EPYC 7543 32-Core Processor, skipped

Minimum password length supported by kernel: 0
Maximum password length supported by kernel: 256



Hash 'hash.txt': Separator unmatched
No hashes loaded.

Started: Tue Jun 18 05:14:16 2024

Stopped: Tue Jun 18 05:14:16 2024
—lus-starting-point-1-dhcp]-[10.10.15.133]-[naruzkurai@htb-kvtjrzczwx]—[~]

L—[%]$ hashcat -m 1800 -a 0 -o cracked.txt hash.txt rockyou.txt --force --show --debug-mode=4
--debug-file=debug.potfile

Use of --debug-mode requires -r/--rules-file or -g/--rules-generate.

r—lus-starting-point-1-dhcp]-[10.10.15.133]-[naruzkurai@htb-kvtjrzczwx]—[~]
L—[*x1$

hashcat --identify hash.txt

L— [%]$ hashcat --identify hash.txt
hashcat: unrecognized option '--identify"
Invalid argument specified.

—lus-starting-point-1-dhcp]-[10.10.15.133]-[naruzkurai@htb-kvtjrzczwx]—[~]
L—[x1$

echo
'$6$PewXRwjzPLy3aK3b$ikf/5SLABhqdLdPK80.RNak0zWL2/cGyja/Qs0hzfNO9mMLUFWB1sh2aHUBsLOGt
Kck1oZdjNPjx5fG8QQncGI4L0' > hash.txt

hashcat -m 1800 -a 0 -o cracked.txt hash.txt rockyou.txt --force

hashcat --identify hash.txt
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