Communicate effectively
with stakeholders

You previously learned about security stakeholders and their significance in an organization. In this
reading, you’'ll learn the importance of clearly communicating to stakeholders to ensure they have
a thorough understanding of the information you’re sharing and why it's meaningful to the
organization.

Get to the point

Security stakeholders have roles and responsibilities that are time sensitive and impact the
business. It’s important that any communications they receive, and the actions they need to
take, are clear. To get to the point in your communications, ask yourself:

What do | want this person to know?

Why is it important for them to know it?

When do they need to take action?

How do | explain the situation in a nontechnical manner?

Follow the protocols

When you first join a security team, you’ll want to learn about the different protocols and
procedures in place for communicating with stakeholders and other members of the organization.
It's important to make sure you know what applications and forms of communications are
acceptable before you begin communicating with stakeholders, such as in-person meetings, video-
conferencing, emails, or company chat applications.

Communicate with impact

You previously learned about the different stakeholders within an organization and what specific
areas they're focused on. When you first begin your career in the cybersecurity field, you're more
likely to interact with lower-level stakeholders, like operations managers or security risk managers,



who are interested in the day-to-day operations, such as logging. Senior-level stakeholders might
be more interested in the underlying risks, such as the potential financial burden of a security
incident—as opposed to the details around logs.

When you communicate with an operations manager, make sure you address relevant information
that relates to their daily responsibilities, such as anomalies in data logs that you are escalating.
Concentrating on a manager’s daily responsibilities will help you communicate the need-to-know
information to that individual.

Communication methods

Your method of communication will vary, depending on the type of information you're sharing.
Knowing which communication channels are appropriate for different scenarios is a great skill to
help you communicate effectively with stakeholders. Here are a few ways you might choose to
communicate:

Instant messaging

Emailing

Video calling

Phone calls

Sharing a spreadsheet of data
Sharing a slideshow presentation

If your message is straightforward, an instant message or phone call might be the route to take. If
you have to describe a complex situation with multiple layers, an email or in-person meeting might
be the better option. If you're providing a lot of data and numbers, sharing a graph might be the
best solution. Each situation helps you determine the best means of communication.

Key takeaways

Stakeholders are busy people who have very specific interests within the organization. Therefore,
it's important to only communicate information that is specific to their interests and impacts their
role in the company.

Be mindful of the kind of information you're communicating because that will help determine what
method of communication you should use.
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