security scripts



uber basic check for kelogers.py

import psutil
import os
import sys

def find_suspicious_processes():
suspicious_processes =[]
for process in psutil.process_iter(['pid', 'name’, 'exe’, ‘cmndline']):
try:
if process.info['exe'] and process.info['cmdline']:
exe_name = os.path.basename(process.info['exe']).lower()
cmdline = ' ".join(process.info['cmdline']).lower()

if 'keylogger' in exe_name or 'keylogger' in cmdline:
suspicious_processes.append(process)
except (psutil.NoSuchProcess, psutil.AccessDenied, psutil.ZombieProcess):
pass
return suspicious_processes

def main():
suspicious_processes = find_suspicious_processes()

if not suspicious_processes:
print("No suspicious processes found.")
else:
print("Suspicious processes found:")
for process in suspicious_processes:
print(f"PID: {process.info['pid']} - Name: {process.info['name']} - Exe: {process.info['exe']}
- Cmdline: {' ".join(process.info['cmdline'])}")



start-win-defender.bat

@echo off

echo Starting Windows Defender malware scan...
"%ProgramFiles%\Windows Defender\MpCmdRun.exe" -Scan -ScanType 1
echo Scan complete.

pause



check for systemstats.py vl

OF

(['pid, "nanme', 'nenory_info']):

.info['menory info'].rss

"processes__

, W)

(f"List of highest CPU usage processes on ; ")

( - (['pid, 'nane', 'nmenory_percent
' cpu_percent']), . p.info['cpu_percent'], ):

.info[' cpu_percent']




. (f"PID: { .info['pid ]} - Nane: { .info['nanme'
1} - CPWA ({ } - Menory% .info[' menory_percent' ] }\n")

(f"\'tD sk usage: { : ('7").
} % n”)

(f"\t Network usage: {

} KB sent/{ : ().
KB recei ved\ n")

("An error occurred while witing the file.\n")

(f"List of highest nmenpbry usage processes on { b:\n\n")

( OF
. (f"PID: { .info['pid ]} - Nane: { .info[' nane']}
Memory% { }\n")
(f"\'tD sk usage: { : ('/"). }%ANn")

. "\'t Net wor k usage: . ().
} KB sent/ { . . }KB received\n")

"List of all running processes on { pio\n\n")

(['pid, "nane', 'nenory_percent',
' cpu_percent']):

.info['cpu_percent']

.info[' menory_ percent']

. (f"PID: { .info['pid ]} - Nanme: { .info[' nanme']}
- CPUW { } - Menory% { \n")

(f"\'tDi sk usage: { : ("), } % n

. (f"\t Network usage: { . OF
} KB sent/{ . OF } KB recei ved\ n")




" main_'
("checki ng")

0)

("done")




check for pc's pids names and
usage stats and send them to a
file to search later .py v2

():
0
. now()

L 0Y- % Yl % 9k %S} .t xt

runni ng processes on




', 'menory_percent',
' cpu_percent']):

# Exclude the current script
.info[' cpu_percent']
.info[' menory_percent']

. "PID: { .info['pid ]} - Nane: { .info['nanme']}
- CPU% { Menory% { \n")

"\t D sk usage: { : ("/1"). }%n

. "\'t Net wor k usage: { . OF
} KB sent/{ . QOF } KB recei ved\ n")

(f"List of highest CPU usage processes on {

(

(['pid , "nane', 'nmenory_percent'

' cpu_percent']), : .info['cpu_percent'], E

# Exclude the current script

.info['cpu_percent']

. (f"PID: { .info['pid ]} - Nane: { .1 nfo[' nane'
1} - CPWA { - Menory% { .info[' nmenory_percent'] }\n")

(f"\tD sk usage: { : ("/1").
}%n")

. (f"\tNetwork usage: {
} KB sent/ { : ().
KB recei ved\n")




(f"List of highest nmenory usage processes on

( 0,

. .info['pid ]} - .info[' nane']
Menor y % ")

Di sk usage:

. Net wor k usage: . ().
KB sent/ . (). KB recei ved




pid killer (ranges too)

(

"Type the PID(s) you want to kill, separated by commas, or specify a range with a d3

)
@) "exit" . @) "stop":
("Are you sure you want to stop the script? (Y N: ")

() in [y, "yes']:

"Do you want to kill all processes in the range without confirmation? (Y N: ")
0 ["y", "yes']:
Ly
()




().wite bytes
().read_bytes

0) ["y", "yes']
0
(f"Process with PID {pid} ({ }) terminated.")
O ['n", 'no']:
(f"Y/N are you sure that you want to kill PID {pid}

({ }) current: mem { }MB, CPU { }% net {
}MB, disk { }VB? ")

: () ['y'. "yes', 'yeah', 'yep', 'sure', 'ok',
' okay', 'fine', "affirmative', 'positive']:

0)

(f"Process with PID { } (| }) term nated.")

(f"Ski pped term nating process with PID { } ({ }).")

(f"Y/N are you sure that you want to kill PID { }
({ }) current: mem { }MB, CPU { }% net {
}MB, disk { }VB? )

: () ['y', 'yes', 'yeah', 'yep', 'sure', 'ok',
' okay', 'fine', "affirmative', 'positive']:

()

(f"Process with PID { P ({ }) term nated.")

(f" Ski pped term nating process with PID { } ({ .

)

(f"Error: Cannot kill process with PID { }. Reason: {e}")







block all .zip .rar .mov top level
domains

urrent research
impossible



